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 cybersecurity. 

Liv ing in  an  age of  constant  connect iv i ty  both  persona l ly  and pro-

fess iona l ly  a lso  comes wi th  a  downside:  increased secur i ty  r isks . 

In  fact ,  the  number  of  cybersecur i ty  a t tacks  increases every  year 

and research has  shown that  the  cost  o f  cybercr imes quadrupled 

between 2013 and 2015 –  wi th  those numbers  fa l l ing  anywhere 

between $400 b i l l ion  and $500 b i l l ion  dur ing that  t ime.

ROY ALVES  o f  Ax is  Communicat ions  South  Af r ica  shares  h is 

thoughts  on why deve lop ing an e ffect ive  cybersecur i ty  s t ra tegy 

for  the  era  of  in terconnect iv i ty  is  important .



W ith in  the  modern  bus iness  env i ronment ,  emp loyees  can  com-

mun ica te  and co l l abora te  w i th  cus tomers  and co l l eagues  f rom 

anywhere  and any t ime,  us ing  v i r tua l l y  any  dev ice  o r  p la t fo rm 

because  o f  techno logy  t rends  such  as  mob i l i t y  and c loud com-

put ing .  In  th i s  e ra  o f  i n te rconnect i v i t y,  i n fo rmat ion  can  a lso 

f requent l y  f l ow between the  bus iness  and supp l i e rs  o r  par t -

ne rs ,  wh i l e  emp loyees  u t i l i se  b ig  da ta  ana ly t i cs  so lu t ions  to 

ga ther  and d issemina te  an  ever- inc reas ing  amount  o f  da ta  on 

consumers  and marke t  t rends  as  we l l  oppor tun i t i es .  Wh i le  the 

in te rconnect i v i t y  has  led  to  e f f i c iency  ga ins  on  an  ind iv idua l 

and company-w ide  leve l ,  i t  has  a l so  led  to  inc reased secur i t y 

r i sk ,  because  i t  has  made cybersecur i t y  and phys ica l  secur i t y 

more  complex .

Where  a  secur i t y  manager  in  charge  o f  phys ica l  secur i t y  sys-

tems might  have  exc lus i ve l y  focussed on  c rea t ing  a  c losed sys-

tem tha t  can  never  be  b reached,  s /he  must  now adopt  a  more 

ecosys tem-cent r i c  approach.  Th is  i s  the  resu l t  o f  converg ing 

techno log ies ,  w i th  the  indus t ry  m ig ra t ing  f rom ana logue  to  IP-

based techno logy  fo r  i ns tance ,  and mak ing  use  o f  a  new IoT 

ecosys tem,  wh ich  has  cu lm ina ted  in  eve ry  cybersecur i t y  meas-

ure  hav ing  an  impact  on  every th ing  e l se  on  the  ne twork .

Even  i f  phys ica l  secur i t y  i s  run  on  a  separa te  ne twork  f rom 

To mitigate risks in this 
kind of an open ecosystem, 

you need all the vendors 
operating off the same 

cybersecurity playbook.

the  corpora te  IT  in f ras t ruc tu re  (an  imprac t ica l  and expens ive 

so lu t ion )  human be ings  a re  fa l l i b le :  an  inadver ten t  connect ion 

to  a  b roadband rou te r ;  an  acc identa l  c ross  connect ion  in  a 

w i r i ng  c lose t  o r  any  number  o f  un in ten t iona l  ove rs igh ts .  In  the 

face  o f  a l l  these  cha l l enges ,  how do you  deve lop  an  e f fec t i ve 

cybersecur i t y  s t ra tegy?

Securing an interconnected web of systems
The so lu t ion  i s  to  f i nd  an  opt ima l  way  o f  merg ing  the  bes t 

p rac t ices  o f  bo th  the  phys ica l  secur i t y  wor ld  w i th  the  bes t 

p rac t ices  o f  a  t rad i t iona l  IT  doma in ,  w i thout  in t roduc ing  new 

cybersecur i t y  vu lne rab i l i t i es  fo r  o ther  components  in  the  con-

verged sys tem.

In  a  converged ecosys tem such as  an  IP-based phys ica l  se-

cur i t y  scenar io ,  the  cyber  th rea ts  and vu lne rab i l i t i es  become 

fa r  more  complex .  Not  on ly  does  the  number  o f  components 
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i nc rease ,  so  do  the  number  o f  vendors  tha t  a re  supp ly ing  tha t 

techno logy  and the  number  o f  users  access ing  them.  To  m i t i -

ga te  r i sks  in  th i s  k ind  o f  an  open ecosys tem,  you  need a l l  the 

vendors  opera t ing  o f f  the  same cybersecur i t y  p laybook .

Finding common ground to mitigating 
cyber risks
I T,  phys ica l  secur i t y  and techno logy  manufac tu re rs  shou ld  be 

work ing  as  a  cohes ive  un i t  –  reach ing  consensus  on  cur ren t 

s tandards  and cur ren t  cyber  m i t iga t ion  techno log ies  tha t  rea l l y 

re f l ec t  “H ighes t  Common Denomina to r ”  cyber  r i sk  m i t iga t ion 

techn iques .

In  most  cases ,  the  v ideo  surve i l l ance  cameras  and v ideo  man-

agement  sys tem (VMS)  a re  se lec ted  on  two ma in  c r i te r i a :  the i r 

spec i f i c  i n tended use  –  per imete r  p ro tec t ion ,  su rve i l l ance  in 

c rowded pub l i c  a reas ,  e tc .  –  and the  s t rength  o f  the  vendor  to 

sa t i s f y  tha t  spec i f i c  use .  But  the re ’s  a  th i rd  c r i te r i a  tha t  needs 

to  be  cons idered  as  we l l :  does  Camera  Manufac tu re r  A  suppor t 

the  same secur i t y  p ro toco ls  as  VMS Manufac tu re r  B  and do 

these  p ro toco ls  t i e  seamless l y  i n to  IT ’s  cur ren t  su i te  o f  ha rd-

ware ,  so f tware  and cyber  p ro tec t ion  p ro toco ls?

Who owns connectivity?
Since  the  ecosys tem runs  on  IT ’s  in f ras t ruc tu re ,  i t  ra i ses 

another  impor tan t  ques t ion :  Who i s  respons ib le  fo r  the  con-

nect i v i t y?  Do cybersecur i t y  s t ra teg ies  fo r  the  phys ica l  secur i t y 

ne twork-a t tached sys tems and dev ice  now be long to  IT?  Or 

does  the  phys ica l  secur i t y  depar tment  mandate  tha t  IT  sup-

por t  the  cybersecur i t y  techno log ies  bu i l t  i n to  phys ica l  secu-

r i t y ’s  so lu t ions?  The  s imp les t  answer  i s  tha t  phys ica l  secur i t y 

management  needs  to  work  w i th  in tegra to rs  and manufac tu r-

e rs  to  dev ise  so lu t ions  tha t  a re  inheren t l y  suppor t i ve  o f  IT ’s 

cu r ren t  methodo log ies  fo r  cyber  r i sk  m i t iga t ion .

Making sure cybersecurity is  a team effort
The s im i la r i t i es  in  cyber  p ro tec t ion  techno log ies  be tween  

IoT  and phys ica l  secur i t y  m igh t  be  se l f -ev ident ,  bu t  the re  

a re  some key  concerns  tha t  shou ld  rema in  a t  the  fo re f ron t  

o f  any  sys tem bu i lde r.  No mat te r  how soph is t i ca ted  IoT  dev ic -

es  and sys tems become they  s t i l l  opera te  in  an  IT  wor ld .  And 

as  such ,  they  need to  adopt  a  coopera t i ve  cyber  p ro tec t ion 

s t ra tegy.  Matu re  IoT  techno log ies  such  as  phys ica l  secur i t y 

w i l l  need to  evo lve  to  bene f i t  f rom some o f  the  emerg ing  IoT 

cyber  p ro tec t ion  techn iques .

In  the  meant ime,  those  in  the  t renches  w i l l  have  to  under-

s tand the  env i ronment  the i r  o rgan isa t ion  ex is ts  in  and address 

the  inc reas ing  r i sk  o f  cyber  th rea ts  as  a  jo in t  e f fo r t  be tween 

vendor,  secur i t y  p ro fess iona ls  and IT.  We need to  work  w i th 

common too ls  to  p rov ide  the  end-user  w i th  the  bes t  poss ib le 

cyber  p ro tec t ion  wh i l e  l i v ing  w i th in  budgeta ry  cons t ra in ts .  «
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